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(Registered under the Trade Unions Act 1926, Registration No: 727/MDS)

State Bank Buildings, St. Mark’s Road, Bangalore – 560 001

CIRCULAR NO.19  
                           DATE: 06.03.2013 

TO ALL AFFILIATES/MEMBERS: 
Password Security

Introduction of Biometric Access Control

Members are aware that the Federation has been in constant communication with the Management for introduction of additional line of security while accessing CBS in order to protect our officers which would immensely benefit the officers to work in a safer environment while using the technology platform.

2.
In the recent times there have been many frauds committed by misuse of password. Password security is compromised when there is open work atmosphere (lack of secured work place) password to be used in counters in the nodes of staff for certain types of transactions, unscrupulous elements breaking the password and at certain occasions due to excess work pressure. The Federation has been in correspondence with the Management since 2009 vide our letters 8606/172/09 dated 20/10/2009, 6180/18/11 dated 22/02/2011 and 6180/62/12 dated 22/09/2012. We reproduce hereunder the latest letter on the subject with the Management.

Quote:

No.6180/62/12   


  

22nd September, 2012

To,

The Deputy Managing Director & CDO,

State Bank of India,

Corporate Centre, 

Madame Cama Road,

MUMBAI  -  400 021.

Dear Sir,

PASSWORD SECURITY

INTRODUCTION OF BIOMETRIC ACCESS CONTROL

In the rapidly evolving technology driven work environment, where access to the system for any operation/transaction is by means of specific individual password of the officer/staff the need of Password security, requires no emphasis as it is imperative.

2.
 In the recent times there have been many frauds committed in the bank by misuse of password. Password security is compromised when there is an open work atmosphere. Due to excess work pressure and lack of secured work place, the Password used in counters in the nodes of staff are broken or stolen by certain unscrupulous elements. On an average an officer requires to recall and use at least 6 different passwords a day not only for official but also for personal use and change them frequently. Maintaining and recalling passwords has become a daunting task for the officers, who are already working under tremendous stress and pressure. Password security has now become an area causing severe mental stress and creating an atmosphere of mutual suspicion in the work situation. 

3.
It is incumbent on the part of the Management to bring some relief to our officers in this area. The Federation had already taken up this issue with the Management and suggested other means for password security such as the introduction of biometric system of security as additional line of security for access to the systems or for any operation/transaction. Biometric access controls are considered the most effective means of authenticating a user’s identify because, while cards and PINs/passwords can be stolen or compromised, it is almost impossible to simulate a physical (e.g., fingerprint) characteristic. Biometric system of access control is successfully being used in Indian Bank, which also follows the same platform of Core Banking Solution.  
4.
The Federation was given to understand that the Management was also seized of the matter and the suggestion of the Federation in this regard was well received. We understand that the introduction of Biometric system of access control has been given a trial run at a select branch and then further extended to select branches for test run. The feedback from the officers who have used this access control during the test run are satisfied and that they have been provided with an additional line of security for access to the operating systems which has indeed helped them to work in a more secured way when they access the system for transactions.  

5.
Even though the report of the test run has not yet been shared with us, we are confident that the provision of additional line of security will immensely benefit the officers to work in a secured atmosphere. Hence we request you to please speed up the process of implementing the biometric access to all branches and offices across the country, which would immensely benefit the officers to work in a safer environment while using the technology platform.

Please treat the matter as urgent.

    Yours faithfully,

 Sd/-

(D.S. RISHABADAS)

      GENERAL SECRETARY

Unquote:

3.
We are extremely happy to note that the Bank Management has taken cognizance of the demands made by the Officers Federation in this regard and as a beginning measure decided to introduce the Bio Metric Access Control to the front end tellers in the Bank. 

4.
We are hopeful that this line of access control would be shortly introduced to the supervisory staff also in order to bring some relief to our officers in this area. We have today written to the Management in this regard which is reproduced below:

To,

The Deputy Managing Director & CDO,

State Bank of India,

Corporate Centre, 

Madame Cama Road,

MUMBAI  -  400 021.

Dear Sir,

Password Security

Introduction of Biometric Access Control

Please refer to the e circular No.IT/GLOBALIT/COREBKG/20/2012 dated 27th February 2013. The need for additional line of security while accessing the CBS has been a long standing demand of the Federation since 2009 and we draw your attention to the correspondence in this regard with the Management vide our letters 8606/172/09 dated 20/10/2009, 6180/18/11 dated 22/02/2011 and 6180/62/12 dated 22/09/2012. We are extremely happy to note that the Bank Management has taken cognizance of the demands made by the Officers Federation in this regard and as a beginning measure decided to introduce the Bio Metric Access Control to the front end tellers in the Bank. 

2. We are hopeful that this line of access control would be shortly introduced to the supervisory staff also in order to bring some relief to our officers in this area. We are confident that the provision of additional line of security will immensely benefit the officers to work in a secured atmosphere. Hence we request you to please speed up the process of implementing the biometric access to all branches and offices across the country, which would immensely benefit the officers to work in a safer environment while using the technology platform.

Please treat the matter as urgent.

Yours faithfully,

Sd/-

    (D.S. RISHABADAS)

           GENERAL SECRETARY

5.
We are confident that the provision of additional line of security will immensely benefit the officers to work in a secured atmosphere. 
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PROTECT THE BANK
(D.S. RISHABADAS)
GENERAL SECRETARY
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